Department of Defense

INSTRUCTION

February 7, 1989
NUMBER 7740. 3

c, DoD

SUBJECT: Information Resources Management (IRM) Review Program

References: (a) DoD Directive 7740.1, “DoD Information Resources Mnagement

Program " June 20, 1983

(b) Title 44, United States Code, Section 3501 et seq. (Public
Law 96-511, “The Paperwork Reduction Act of 1980, " Decenber 11,
1980) , as anended by “The Paperwork Reduction Reauthorization
Act of 1986"

(c) Federal Information Resources Managenent Regul ation (FIRMR)

(d) DoD Directive 7750.5, “Managenent and Control of Infornmation
Requi rements, " August 7, 1986

(e) General Services Admnistration (GSA) "IRM Revi ew Handbook, ”
FY 1985

A PURPOSE
This Instruction supplements guidance contained in reference (a); est-
abl i shes the Departnent of Defense (DoD) IRM Review Programas required by

references (b) and (c); establishes policy, procedures, and reporting require-
nents; and assigns responsibilities.

B. APPLICABILITY AND SCOPE

1. This Instruction:

a. Applies to the Ofice of the Secretary of Defense (0SD) , the Mlitary
Departments (including the National CGuard and Reserve Conponents ) , the Joint
Staff, the Unified and Specified Commands , the Inspector General of the
Departnent of Defense (IG, DoD) , the Defense Agencies, the DoD Field Activities,
and the Uniformed Services University of the Health Sciences (hereafter
referred to collectively as “DoD Conponents”) .

b. Does not apply to the management of information resources that
are integral to or enbedded in weapon systens, or used exclusively for
cryptologic activities .

c. Coverns the review of IRM activities in the Departnent of Defense.

2. The reporting requirenents of this Instruction apply to the review of
DoD IRM activities within the scope of references (b) and (c).

C. DEFIN TIONS

1. Information Resources Managenent (IRM) . The planning, budgeting,
organi zing, directing, training, promoting, controlling, and nmanagement




activities associated wth the burden, collection, creation, use, and dis-
semnation of information by the Department, and includes the management of
information and related resources, such as personnel, funds, and information
t echnol ogy.

2. IRMActivity. A task that an organization is acconplishing or plans
to acconplish that 1s related to the IRM program IRM activities include,
but are not limted to, automated information system (AlS) |ife-cycle manage-
ment; AI'S strategic planning; data admnistration; reports, records, and forms
managenent; information collection and dissemnation; and the application and
use of information technol ogy.

3. Information Technology. The hardware and software used in connection
with information processing, regardless of the technology involved, whether
conputers, telecomunications, mcrographics, office automation, or others.

D. PQLICY

It is DoD policy to:

1. Conduct periodic reviews of IRM activities to ensure that these
activities are being acconplished in an efficient, effective, and econom cal
manner and that IRM policies, procedures, standards, and guidelines are
being followed.

2. Use regular reviews and evaluations of IRM activities, and the results
of these reviews to identify opportunities for inprovenent, to reduce costs,
to increase the usefulness of information, and, in general, to further DoD
IRM Program goal s and objecti ves.

3. Select IRM activities for review based on mssion inpact, resources
i nvol ved, and potential vulnerabilities.

E.  PROCEDURES

1. Each DoD Conponent shall develop a programto review its IRM activities
on a cyclical basis consistent with the FIRMR (reference (c)).

2. In neeting the review requirenents of this Instruction, DoD Conponents
shoul d take advantage of all ongoing reviews of IRM activities. Exanples of
such reviews include Inspector General and MIlitary Department Audit Service
audits, AIS life-cycle managenment reviews, comercial activity reviews, end
user conputing reviews and evaluations, vulnerability assessnents, internal
control reviews, financial managenent reviews, and information collection
[evi ews.

3. IRM review recomendations shall be followed up to ensure inplenentation
or disposition. Specific reporting requirenents and tine frames for follow up
of IRM review recomendations shall be established.

4. Each DoD Conponent shall identify planned reviews of its IRM activities
and report the results of conpleted reviews in accordance with references (b) and
(c) and the DoD call for IRM reviews, as described in enclosure 1.
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F.  RESPONSI BI LI TI ES

1. The Conptroller of the Department of Defense shall:

a. Establish, issue, and update IRM Review Program policies
and procedures and nonitor conpliance with this Instruction

b. Establish the Department’s IRM review objectives.

¢. Issue periodic managenent guidance and data calls to DoD Conmponents,
based on GSA issuances, to identify planned reviews and to report the results
of conpleted reviews.

d.  Prepare a consolidated DoD report of IRM reviews based on DoD
Conponent subm ssi ons.

e. Provide a witten statenent responding to the Ofice of Minagenent
and Budget (OMB) Report to Congress on the results of DoD IRM reviews, including
a description of any measures taken to alleviate or renove any problens or
deficiencies identified by OMB. The DoD response shall be transmtted within
60 days of receipt of the OMB report to the Director, OVB, the House Commttee
on CGovernnment Operations; the Senate Conmttee on CGovernmental Affairs; the
House and Senate Conmttees on Appropriations; and the House and Senate Arned
Services Commttees, in accordance with 44 U.S.C. 3501 et seq. (reference (b)).

2. The Head of each DoD Conponent shall:

a. Develop policy and operating procedures that inplement this
Instruction and ensure effective review of IRM activities.

b. Submt a report of planned IRM reviews to the Comptroller of the
DoD in accordance with paragraph E. 4.

c. Conduct periodic reviews of IRM activities and report the results
of the reviews to the Conptroller of the DoD in accordance paragraph E. 4.

G REPORTI NG REQUI REMENTS

The reporting requirement contained in this Instruction is assigned Inter-
agency Report Control Nunber 0326- GSA-XX in accordance with DoD Directive
7750.5 (reference (d)).

H  EFFECTI VE DATE AND | MPLEMENTATI ON

This Instruction is effective imediately. Forward two copies of inplementing
instructions to the Conptroller of the DoD within 120 days.

. Glaister
roller

Encl osure - 1
1. Federal IRM Review Program
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FEDERAL | RM REVI EW PROGRAM

1. Public Law 96-511, “The Paperwork Reduction Act of 1980,” as anended by
“The Paperwork Reduction Reauthorization Act of 1986,” (reference (b)) requires
the Director, OMB to review the information management activities of Federal
agencies at |east once every three years and report the results to Congress.
GSA has been assigned the responsibility to consolidate and report the results
of Federal agency IRM reviews to OMB. GSA issues regulations to inplement the
Federal IRM Review Programin the FIRMR (reference (c)). GSA also issues an
IRM Revi ew Handbook, reference (e), to assist Federal agencies with the IRM
[evi ew process.

2. CSA wll issue a call annually for each Federal agency to report on the
review of its IRM activities. GSA wll identify Governmentwide priorities for
revi ew.

3. The Conptroller of the DoD shall i1ssue periodic managenent gui dance and
data calls to DoD Conponents, based on GSA issuances, to identify planned |RM
reviews and to report the” results of conpleted reviews.

4, The Conptroller of the DoD shall develop a consolidated DoD report of the
reviews of IRM activities to satisfy the requirenents of references (b) and (c),
and any special requirements identified in the GSA data call, and forward the
report to GSA. GSA W ll report the results to the Director, OVB, who wl|
report the results of the reviews to Congress. The Conptroller of the DoD
shall provide a witten statement to the Director, OVB and the appropriate
Congressional commttees responding to the OMB report.
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